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I. Purpose 
 
This document provides security guidelines for Federal, State and Local agencies (hereafter 
referred to as ‘outside entity’) that obtain information electronically from the Social Security 
Administration (SSA) through information exchange systems.  The guidelines are intended to 
assist SSA’s information exchange partners to understand the criteria SSA will use when 
evaluating and certifying the system design and security features and protocols used for 
electronic access to SSA information.  The guidelines also will be used as the framework for 
SSA’s compliance review program of its information exchange partners. 
 

II. Role of the SSA Office of Systems Security Operations Management 
 
The SSA Office of Systems Security Operations Management (OSSOM) has agency -wide responsibility for 
interpreting, developing and implementing security policy; providing security and integrity review requirements 
for all major SSA systems; managing SSA's fraud monitoring and reporting activities, developing and 
disseminating training and awareness materials and providing consultation and support for a variety of agency 
initiatives.  OSSOM reviews assure external systems that receive information from SSA are secure and operate 
in a manner that is consistent with SSA’s IT security policies and are in compliance with the terms of 
information sharing agreements executed by SSA and the outside entity.  Within the context of these guidelines, 
OSSOM conducts periodic compliance reviews of outside entities that use, maintain, transmit or store SSA data 
in accordance with pertinent Federal requirements to include the following: 

 
• The Federal Information Security Management Act (FISMA) 
• Social Security Administration (SSA) policies, standards, procedures and directives. 

 
Correspondence should be sent to: 
 

Director, Office of Systems Security Operations Management 
Social Security Administration 
Room G-D-10 East High Rise 
6401 Security Blvd. 
Baltimore, MD  21235 
 

You can also send an email to OSSOM.admin@ssa.gov. 
 

III. General Systems Security Standards 
 
Outside entities that request and receive information from SSA through online, overnight, or periodic batch 
transmissions must comply with the following general systems security standards concerning access to and 
control of SSA information.  The outside entity must restrict access to the information to authorized employees 
who need it to perform their official duties.  Similar to IRS requirements, information received from SSA must 
be stored in a manner that is physically and electronically secure from access by unauthorized persons during 
both duty and non-duty hours, or when not in use.  SSA information must be processed under the immediate 
supervision and control of authorized personnel.  The outside entity must employ both physical and 
technological safeguards to ensure that unauthorized personnel cannot retrieve SSA information by means of 
computer, remote terminal or other means.    
 
All persons who will have access to any SSA information must be advised of the confidentiality of the 
information, the safeguards required to protect the information, and the civil and criminal sanctions for non-
compliance contained in the applicable Federal and State laws.  SSA, or its designee will, at SSA’s discretion, 
conduct on-site inspections or make other provisions to ensure that adequate safeguards are being maintained by 
the outside entity 



 
IV. Technical and Procedural System Security Requirements  
 
Outside entities that receive SSA information must comply with the following technical and procedural systems 
security requirements which must be met before SSA will approve a request for access to SSA information.  
The outside entity’s system security design and procedures must conform to these requirements.  They must be 
documented by the outside entity and certified by SSA prior to initiating transactions to and from SSA through 
batch data exchange processes or online processes such as State On Line Query (SOLQ) or Internet SOLQ.  
 
No specific format for submitting security compliance documentation to SSA is required.  However, regardless 
of how it is presented, the information should be submitted to SSA in both hardcopy and electronic format, and 
the hardcopy should be submitted over the signature of an official representative of the outside entity with 
authority to certify the organization’s intent to comply with SSA requirements. Written documentation should 
address each of the following security control areas: 
  

A. General System Security Design and Operating Environment   
 

The outside entity must provide a written description of it’s’ system configuration and 
security features.  This should include the following: 

 
1. A general description of the major hardware, software and communications platforms currently in 

use, including a description of the system’s security design features and user access controls; and 
 

2. A description of how SSA information will be obtained by and presented to users, including 
sample computer screen presentation formats and an explanation of whether the system will request 
information from SSA by means of systems generated or user initiated transactions; and 

 
3. A description of the organizational structure and relationships between systems managers, systems 

security personnel, and users, including an estimate of the number of users that will have access to 
SSA data within the outside entity’s system and an explanation of their job descriptions.  

 
Meeting this Requirement 

 
Outside entities must explain in their documentation the overall design and security 
features of their system.  During onsite certification and periodic compliance reviews, 
SSA will use the outside entity’s design documentation and discussion of the additional 
systems security requirements (following) as their guide for conducting the onsite 
certification and compliance reviews and for verifying that the outside entity’s systems 
and procedures conform to SSA requirements. 
 
Following submission to the SSA in connection with the initial certification process, the 
documentation must be updated any time significant architectural changes are made to 
the system or to its’ security features. During its future compliance reviews (see below), 
the SSA will ask to review the updated design documentation as needed. 

  
B. Automated Audit Trail 

 
Outside entities that receive information electronically from SSA are required to 
maintain an automated audit trail record identifying either the individual user, or the 
system process, that initiated a request for information from SSA. (Every request for 
information from SSA should be traceable to the individual or system process that 



initiated the transaction.)  Outside entities that request information from SSA only 
through batch selection processes from their client data bases need only keep audit trail 
records identifying the process that generated the transactions forwarded to SSA.  
However, if such processes are triggered as a result of user requests initiated from the 
entity’s client data base, then the audit trail record must be able to identify the user who 
initiated the transaction.  The audit trail system must be capable of data collection, data 
retrieval and data storage. At a minimum, individual audit trail records must contain the 
data needed to associate each query transaction to its initiator and relevant business 
purpose (i.e. the outside entity’s client record for which SSA data was requested), and 
each transaction must be time and date stamped.  Each query transaction must be stored 
in the audit file as a separate record, not overlaid by subsequent query transactions. 

 
Access to the audit file must be restricted to authorized users with a “need to know” and audit file data 
must be unalterable (read only) and maintained for a minimum of three (preferably seven) years.  
Retrieval of information from the automated audit trail may be accomplished online or through batch 
access.  This requirement must be met before SSA will approve the outside entity’s request for access to 
SSA information. 

 
If SSA-supplied information is retained in the outside entity’s system, or if certain data elements within 
the outside entity’s system will indicate to users that the information has been verified by SSA, the 
outside entity’s system also must capture an audit trail record of any user who views SSA information 
stored within the outside entity’s system.  The audit trail requirements for these inquiry transactions are 
the same as those outlined above for the outside entity’s transactions requesting information directly 
from SSA. 
Note:  Outside entities that receive SSA information through batch processes   must maintain an audit 
trail, but record retrieval may be either manual or automated. For SOLQ/SOLQ-I, the audit trail must be 
fully automated, including retrieval of individual audit transaction records. 

 
Meeting this Requirement 

 
The outside entity must include in their documentation a description of their audit trail 
capability and a discussion of how it conforms to SSA’s requirements.  During onsite 
certification and compliance reviews, the SSA, or other certifier, will request a 
demonstration of the system’s audit trail and retrieval capability.  The outside entity 
must be able to identify employees who initiate online requests for SSA information 
(or, for systems generated transaction designs, the client case that triggered the 
transaction), the time and date of the request, and the purpose for which the transaction 
was originated.  The certifier will request a demonstration of the system’s capability for 
tracking the activity of employees that are permitted to view SSA supplied information 
within the outside entity system, if applicable.  
 
During periodic compliance reviews (see below), the SSA also will test the outside 
entity’s audit trail capability by requesting verification of a sample of transactions it has 
received from the outside entity after implementation of access to SSA information  

 
C. System Access Control 

 
The outside entity must utilize and maintain technological (logical) access controls that 
limit access to SSA information to only those users authorized for such access based on 
their official duties. The outside entity must use a recognized user access security 



software package (e.g. RAC-F, ACF-2, TOP SECRET) or an equivalent security 
software design.  The access control software must utilize personal identification 
numbers (PIN) and passwords (or biometric identifiers) in combination with the user’s 
system identification code.  The outside entity must have management control and 
oversight of the function of authorizing individual user access to SSA information, and 
over the process of issuing and maintaining access control PINs and passwords for 
access to the outside entity’s system. 
 
Meeting this Requirement 
 
The outside entity must include in their documentation a description of their 
technological access controls, including identifying the type of software used, an 
overview of the process used to grant access to protected information for workers in 
different job categories, and a description of the administrative function or official 
responsible for PIN/password issuance and maintenance. 
 
During onsite certification and compliance reviews, the SSA will meet with the 
individual(s) responsible for these functions to verify their responsibilities in the 
outside entity’s access control process and will observe a demonstration of the 
procedures for logging onto the outside entity’s system and accessing SSA information. 

 
D. Monitoring and Anomaly Detection 

 
The outside entity’s system must include the capability to prevent employees from 
browsing (i.e. unauthorized access or use of SSA information) SSA records for 
information not related to a legitimate client case (e.g. celebrities, other employees, 
relatives, etc.)  If the outside entity system design is transaction driven (i.e. employees 
cannot initiate transactions themselves; rather, the system triggers the transaction to 
SSA), or if the design includes a “permission module” (i.e. the transaction requesting 
information from SSA cannot be triggered by an employee unless the client system 
contains a record containing the client’s Social Security Number), then the outside 
entity needs only minimal additional monitoring and anomaly detection.  If such 
designs are used, the outside entity only needs to monitor any attempts by their 
employees to obtain information from SSA for clients not in their client system, or 
attempts to gain access to SSA data within the outside entity system by employees not 
authorized to have access to such information. 
 
If the outside entity design does not include either of the security control features 
described above, then the outside entity must develop and implement compensating 
security controls to prevent their employees from browsing SSA records.  These 
controls must include monitoring and anomaly detection features, either systematic, 
manual, or a combination thereof.  Such features must include the capability to detect 
anomalies in the volume and/or type of queries requested by individual employees, and 
systematic or manual procedures for verifying that requests for SSA information are in 
compliance with valid official business purposes. The system must produce reports 
providing management and/or supervisors with the capability to appropriately monitor 
user activity, such as: 



 
• User ID exception reports 
 
This type of report captures information about users who enter incorrect user 
ID’s when attempting to gain access to the system or to the transaction that 
initiates requests for information from SSA, including failed attempts to enter 
a password. 
 
• Inquiry match exception reports 
 
This type of report captures information about users who may be initiating 
transactions for Social Security Numbers that have no client case association 
within the outside entity system.  (100% of these cases must be reviewed by 
management.) 
 
• System error exception reports 
 
This type of report captures information about users who may not understand 
or be following proper procedures for access to SSA information. 
 
• Inquiry activity statistical reports 

 
This type of report captures information about transaction usage patterns 
among authorized users, which would provide a tool to the outside entity’s 
management for monitoring typical usage patterns compared to extraordinary 
usage.   

 
The outside entity must have a process for distributing these monitoring and exception 
reports to appropriate local managers/supervisors, or to local security officers, to ensure 
that the reports are used by those whose responsibilities include monitoring the work of 
the authorized users.  

 
Meeting this Requirement 
 
The outside entity must explain in their documentation how their system design will 
monitor and/or prevent their employees from browsing SSA information.  If the design 
is based on a “permission module” (see above), a similar design, or is transaction 
driven (i.e. no employee initiated transactions) then the outside entity does not need to 
implement additional systematic and/or managerial oversight procedures to monitor 
their employees access to SSA information.  The outside entity only needs to monitor 
user access control violations.  The documentation should clearly explain how the 
system design will prevent outside entity employees from browsing SSA records.   
 
If the outside entity system design permits employee initiated transactions that are 
uncontrolled (i.e. no systematically enforced relationship to an outside entity client), 
then the outside entity must develop and document the monitoring and anomaly 
detection process they will employ to deter their employees from browsing SSA 



information.  The outside entity should include sample report formats demonstrating 
their capability to produce the types of reports described above.  The outside entity 
should include a description of the process that will be used to distribute these reports 
to managers/supervisors, and the management controls that will ensure the reports are 
used for their intended purpose. 

 
During onsite certification and compliance reviews, the SSA will request a 
demonstration of the outside entity’s monitoring and anomaly detection capability.  

 
• If the design is based on a permission module or similar design, or is 

transaction driven, the outside entity will demonstrate how the system 
triggers requests for information from SSA. 
  

• If the design is based on  a permission module, the outside entity will 
demonstrate the process by which requests for SSA information are prevented 
for Social Security Numbers not present in the outside entity system (e.g. by 
attempting to obtain information from SSA using at least one, randomly 
created, fictitious number not known to the outside entity system.)   

  
• If the design is based on systematic and/or managerial monitoring and 

oversight, the outside entity will provide copies of anomaly detection reports 
and demonstrate the report production capability. 

 
During onsite certification and periodic compliance reviews, the SSA will meet with a 
sample of managers and/or supervisors responsible for monitoring ongoing compliance 
to assess their level of training to monitor their employee’s use of SSA information, and 
for reviewing reports and taking necessary action. 

 
E. Management Oversight and Quality Assurance 

 
The outside entity must establish and/or maintain ongoing management oversight and 
quality assurance capabilities to ensure that only authorized employees have access to 
SSA information and to ensure there is ongoing compliance with the terms of the 
outside entity’s data exchange agreement with SSA.  The management oversight 
function must consist of one or more outside entity management officials whose job 
functions include responsibility for assuring that access to and use of SSA information 
is appropriate for each employee position type for which access is granted. 
 
This function also should include responsibility for assuring that employees granted 
access to SSA information receive adequate training on the sensitivity of the 
information, safeguards that must be followed, and the penalties for misuse, and should 
perform periodic self-reviews to monitor ongoing usage of the online access to SSA 
information.  In addition, there should be the capability to randomly sample work 
activity involving online requests for SSA information to determine whether the 
requests comply with these guidelines.  These functions should be performed by outside 



entity employees whose job functions are separate from those who request or use 
information from SSA.  
 
Meeting this Requirement 
 
The outside entity must document that they will establish and maintain ongoing 
management oversight and quality assurance capabilities for monitoring the issuance 
and maintenance of user ID’s for online access to SSA information, and oversight and 
monitoring of the use of SSA information within the outside entity’s business process.  
The outside entity should describe how these functions will be performed within their 
organization and identify the individual(s) or component(s) responsible for performing 
these functions.   
 
During onsite certification and compliance reviews, the SSA will meet with the 
individual(s) responsible for these functions and request a description of how these 
responsibilities will be carried out. 

 
F. Security Awareness and Employee Sanctions 

 
The outside entity must establish and/or maintain an ongoing function that is 
responsible for providing security awareness training for employees that includes 
information about their responsibility for proper use and protection of SSA information, 
and the possible sanctions for misuse.  Security awareness training should occur 
periodically or as needed, and should address the Privacy Act and other Federal and 
State laws governing use and misuse of protected information.  In addition, there should 
be in place a series of administrative procedures for sanctioning employees who violate 
these laws through the unlawful disclosure of protected information.  

  
Meeting this Requirement 
 
The outside entity must document that they will establish and/or maintain an ongoing 
function  responsible for providing security awareness training for employees that 
includes information about their responsibility for proper use and protection of SSA 
information, and the possible sanctions for misuse of SSA information.  The outside 
entity should describe how these functions will be performed within their organization, 
identify the individual(s) or component(s) responsible for performing the functions, and 
submit copies of existing procedures, training material and employee acknowledgment 
statements. 
 
During onsite certification and periodic compliance reviews, the SSA will meet with 
the individuals responsible for these functions and request a description of how these 
responsibilities are carried out.  The SSA will also meet with a sample of outside entity 
employees to assess their level of training and understanding of the requirements and 
potential sanctions applicable to the use and misuse of SSA information. 
 

G.  Data and Communications Security 



The outside entity will encrypt all SSN and/or SSN-related information when it is 
transmitted across dedicated communications circuits between its system, or for 
intrastate communication among it’s local office locations.  The encryption method 
employed must meet acceptable standards designated by the National Institute of 
Standards and Technology (NIST). The recommended encryption method to secure 
data in transport for use by SSA is the Advanced Encryption Standard (AES) or triple 
DES (DES3) if AES is unavailable.  

 
H.  SOLQ/SOLQ-I Onsite Systems Security Certification Review 

 
The outside entity must participate in an onsite review and compliance certification of 
their security infrastructure and implementation of these security requirements prior to 
being permitted to submit online transaction to SSA through the SOLQ/SOLQ-I 
system.  The onsite certification and compliance reviews will address each of the 
requirements described above and will include, where appropriate, a demonstration of 
the outside entity’s implementation of each requirement. The review will include a 
walkthrough of the outside entity’s data center to observe and document physical 
security safeguards, a demonstration of the outside entity’s implementation of online 
access to SSA information, and discussions with managers/supervisors.  The SSA, or 
other certifier, also will visit at least one of the outside entity’s field offices to discuss 
the online access to SSA information with a sample of line workers and managers to 
assess their level of training and understanding of the proper use and protection of SSA 
information. 
 
The SSA will separately document and certify the outside entity’s compliance with 
each SSA security requirement.  Any unresolved or unimplemented security control 
features must be resolved by the outside entity before SSA will authorize their 
connection to SSA through the SOLQ or SOLQ-I system. 
 
Following a successful security certification review, both parties will sign a document 
indicating the entity’s willingness to comply with these guidelines.  Thereafter, the 
outside entity must participate in a follow-up certification review conducted by SSA 
after live transmission of online information, and in periodic compliance reviews 
conducted according to the timeframe established by the information sharing agreement 
with SSA. 

 
I.  Periodic Onsite Compliance Reviews 

 
SSA conducts onsite compliance reviews approximately once every three years, or as 
needed if there is a significant change in the outside entity’s computing platform, or if 
there is a violation of any of SSA’s systems security requirements or an unauthorized 
disclosure of SSA information by the outside entity.  The format of those reviews 
generally consists of reviewing and updating the outside entity’s compliance with the 
systems security requirements described above.       




